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Dear Ms. Cottrdl:

Pursuant to the April 24, 2002 memorandum of Hearing Officer Evans, WorldCom,
Inc. hereby submits its comments concerning the motion (the “Motion™) filed by severd carriersto
suspend the Department’ sinvegtigation of Verizon's collocation security practices and establish in its
stead an industry task force to address the issue of collocation security. As discussed below,
WorldCom supports the Motion’s proposal to suspend this adversarid proceeding. However,
WorldCom disagrees with the Motion's proposed dterndtive. Rather than the dternative suggested by
the Motion, i.e., an industry task force coordinated by the Department, WorldCom believes that
addressing thisissue of nationa importance in a state- pecific forum could potentidly do more harm
than good. WorldCom therefore encourages the Department to suspend its investigation until the
findings of the Network Religbility and Interoperability Council, which operates under the augpices of
the FCC, areissued. In the dternative, WorldCom submits that having a nationa approach, such asa
joint federd- state board on collocation security, is a more workable forum for a collaborative than the
state- specific endeavor proposed by the Motion.

Asaninitid matter, WorldCom agrees with the Department that the murderous acts of
terrorism of September 11, 2001, have appropriately prompted renewed focus on the paramount
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importance of protecting the nation’s telecommunications infrastructure from harm. The question is not
whether thisis alegitimate issue for investigation and review — clearly it is. Indeed, the carriers
sponsoring the Maotion believe that the question is not whether the Department should investigate the
issue, but how the Department should proceed initsinvestigation. In that regard, the Motion argues
persuasively that an adjudicatory proceeding, pitting the CLEC community againgt Verizon in what ought
to be a matter of common concern, is ingppropriate. (Sadly, the Motion aso summarizes succinctly thet
Verizon has gpproached this proceeding not as one carrier anong many seeking to protect the
Commonwedth’ sinterconnected networks for the good of dl, but rather as a competitor seeking to
exploit nationd tragedy to further its own war of atrition against CLECs, its proposals are in relentless
pursuit of ways to iminate its competitors by driving up their costs of doing business, and by reducing
or eiminating their ability to adequately service the needs of their customers.)

For the reasons stated in the Motion, WorldCom agrees that an adjudicatory
proceeding is not the mogt efficient approach to investigating collocation security. WorldCom aso
agrees that much of what Verizon has proposed isinconsstent with current federd law and regulations
and is beyond the Department’ s authority to implement. But while the sponsors of the Maotion suggest a
Department-sponsored collaborative “task force” as an dternative course of action, WorldCom
believes that the rlevant threshold question is whether thet initiative, or any Smilar Sate-leve inquiry for
that matter, is an gppropriate forum in which to conduct an investigation with national implications.
WorldCom believesthat it is not, and that any such investigation ought to be nationa in scope.

The issue of collocation security throughout the Commonwedth, and in the
telecommunications hub in and around the greater Boston areain particular, is without question one that
is of legitimate concern to the Department. But the state utility commissions responsible for the
communications hubsin New Y ork, Chicago, Los Angdles, Dallas, Miami, Denver, and Phoenix — and
dozens of other metropolitan areas— could lay claim to identical concerns. Every state commission,
whether or not it has amgor population center in its jurisdiction (or amilitary base, nuclear power plant,
arport, etc.) has alegitimate interest in ensuring that the telecommunications infrastructure serving its
condtituency is secure; each such commisson thus has alegitimate interest in proceeding with a
collaborative “task force’ of the type advocated by the Motion.  And therein lies the problem. While
the Department may have been the first state regulatory commission to open an investigation concerning
telecommunications infrastructure security, it surdy will not be the last unless an dternative forum for
addressing the Department’ s (and the nation’s) concernsiis established.

WorldCom submits thet there dready exists aforum that is particularly well-suited for
addressing thisissue — the FCC’'s Network Reliability and Interoperability Council (“NRIC”). Currently
initsgxth iteration, or NRIC VI, NRIC was origindly formed by virtue of the Federd Advisory
Committee Act! for the purpose of advising the FCC on issues of technical concern. In light of the

L pub. L. 92-463, Oct. 6, 1972, 86 Stat. 770, as amended.
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events of September 11, 2001, first on NRIC VI'slist of objectivesis“Homeand Security,” with a
particular focus on “prevention.” As gtated in the NRIC VI Charter, “The Committee will assess
vulnerabilities in the public telecommunications networks and the Internet and determine how best to
address those vulnerabilities to prevent disruptions that would otherwise result from terrorist activities,
natural disasters, or smilar types of occurrences.”” Moreover, NRIC VI has established a number of
focus groups, one of which isto address “Homeland Security.” The*Physica Security” subgroup of the
Homeland Security focus group (of which Verizon is a member) has been tasked as follows: “ Assess
physica vulnerabilities and survey current practices that address homeland defense, and identify exigting
and new best practices to mitigate consequences of physical attack on infrastructure (prevention).
Report on best practices for disaster recovery after an attack on physical infrastructure.
[(Jrestoration)”.® WorldCom submits that the issues potentialy to be addressed in any state-level
proceeding involving collocation security are subsumed by this nationd-level forum. It is anticipated that
Physical Security subgroup will be issuing recommendations, conclusion, and industry accepted best
practices by December 2002.

WorldCom bdieves that NRIC is the most appropriate forum in which to
collaboratively address collocation security issues. (Although collocation security isimplicitly atopic to
be addressed by NRIC, to the extent it is not explicitly identified, the Department could smply request
the FCC to confirm that NRIC will focus specificaly on theissue of collocation security during the
course of itsinvegtigation.) To the extent the Department till wishes to pursue an investigetion in
another venue, however, WorldCom recommends that the Department explore the possibility of
proposing ajoint federa-state board to address collocation security.

Those responsible for network security at WorldCom are aready engaged in the full-
time task of ensuring that WorldCom' s facilities and equipment are adequatdly protected from network-
affecting events, whether avoidable (e.g., access to facilities by unauthorized personnel) or unavoidable
(e.g., naturd disasters, power outages). Those same experts are the people who would be expected to
participate in and contribute to the collaborative suggested by the sponsors of the Maotion, aswell as
any other state-level collaboratives that might be formed to addressthisissue. The prospect of having
WorldCom’s network security personnd redirect their limited time to addressing network security issues
in even a handful of state-sponsored proceedings is unpal atable because of the possbility of inconsstent
results, and in dl probability unworkable given the demands of their jobs. The most efficient process for
addressing this nationd-level concernisto alow the industry and the FCC to develop nationd-leve
solutions through NRIC. Alternatively, pursuing a nationwide solution through ajoint federd-state
board is a more efficient means of addressng this issue than ether the adversarial process of the

2 The NRIC VI Charter can be found on the FCC’'s website (http://www.fcc.gov/hspc/NRIC recharter.pdf) or Council’s
own website (www.nric.org/charter_vi/index.html).

3 NRIC VI Steering Committee: Pamela Stegora Axberg Presentation dated March 22, 2002
(www.nric.org/meetings/docs/pjs20020322.ppt) at 5.
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Department’ s current investigation or the state- pecific collaborative process suggested by the sponsors
of the Mation.

Very truly yours,

Christopher J. McDonad

cc (by email & U.S Mail):  ServiceLigt



